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In the Claima: 

Please omend claims 1, 2, 15, 19-21, 25, 36. 39, 48-49, 52, 55, and b1 
without prejudice as fnllrtvra: 



y 1. (Currently Amended) A client comprising: 
a processor; 
a menjuxy; 

one or more output devices; 

a conlcnt player stored in the memory and executed on the processor to 
play content in the one or more output devices; 

an operatin« system stored in the memory and executed on the processor, 
the openiHng system having processing tools C>r pioccssing the content in support 
of the content player; and 

a scrambling system to scramble the content before the content is processed 
by the processm>i; tools of the operation system and to unscramble the conlral afWr 
the content 19 processed by the processing tools of the opeiatiou system^ 

whtfngiii the processinfi tool s mndifv the aemmbled content, 

2, (Currently Aiueuded) A client as recited in claim U wherein 
the processing tools oompria oe comprise a filter graph with one or more filicra Qial 
process the conLcul. 
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3, (OnginflO A client aas recited in claim 1, wherein the content 
player receives the cuutent in an encrypted and compicssed frrnnat, the cootent 
player (k^^rypting and decompressing Ihe content 

4, (Original) A client as recited in claim i, wherein the scrionbling 
system odds noise to ih& content. 

5, (OrlslnaD A client as recited in claim h whweb the scrambling 
sybtein XORs at l«tst a subset of content with a raiidora stream of bits, 

6, (Original) A client as recited In claim 1, wherein the scrambling 
system tranaforras the content using one of time-domain or Irequency-domain 
Bcranibliug. 

7, (Original) A client as recited in diiiin 1, whcrdn the operating 
system has at least one driver £br the output devices and the scrambling syslcui 
comprises: 

a scrambler lesident at the content player to scramble the content to 
produce scrambled content; and 

a descrambler resident at the driver to uni!cramble the scrambled content to 
recover the content. 
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(Original) A clicut as recited in claim 1, wbcreia the scninihling 
system adds a raadom signal to the content to f^'cc ^M^ramblcd content and 
subtracts the random signal torn the scramhlcd content to x^ovt^r Qie content. 

9. (Original) A client as recited in claim 1, wherein the scrambling 
system add* a periodic sync tone and a random signal to the content to produce 
scrambled content and subtr^wb the sync tone and the random signal from the 
scrambled conlcut to recover Ac content. 

10. (Original) A client as redted in claim 1, whei*ein the scrambling 
system utilizes at least one key to scramble the content. 

11. (Original) A client recited in claim 1, wherein llie scramblinK 
aystem comprises; 

a tone generator to create pwiudic sets of tone patterns having varying 
amplitudes based on a fust key; 

a first nmdom number generator to crcalc a randnm signal based on the first 
key and a scwud key; 

an adder to add the tone patterns and die raadom signal to the content to 
produce scrambled uoatent; 

a tone detector to detect the tone patterns in the scjambled content and 
recover the first key from the varying amplitudes of the tone patterns; 

a second random number generator to create a random signal based on the 
lecovered first key and the second key; and 
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a siihtr^oT to subtract the tone patterns and the random signal from the 
scrambled content lu restore the content. 

12, (Original) A client as recited in claim 1 1 , wherein the second key 
is passed via a chatinel seporftte from (he scrambled content. 

13- (OrigiDal) A client as recited in claim 1 1 , wherein the second key 
is exchanged between Ihe first and second random number generator over a 
secured path. 

14. (Original) A client as recited in claim 1, wherein ih« scrambluig 
system is implemented in suilwaie stoixrf in thr memory and executed on the 
processor. 

/15. (Currently Amended) A content scrambler for scrambling 
content, comprising: 

a tone generator and modulator to create periodic sets of tone patterns and 
lo modulate aiuplitades of (he sets based on a fii^t key; 

a random number generator to create a random signal baaed on the first key 
and a second ke y, wherein the aecond key is provided on a separate cliaiinel from 
the first key: and 

an adder to add the sets of tone patterns and the random signal to tlie 
content to produce scmmbled content 
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16. (Original) A content scrambler as recited in claim 15. wherein the 
tone gmerator and modulator modulates the amplitudes in a way lhat embeds the 
first key into the sets of tone pattemfl. 

17. (Orlelnal) A cnntcnt scrambler as rei;lted in claim 1 5, wherein the 
ton« generator «nd modulator prodwx^ flic tone patterns with one of two 
amplimdca. wherein Uine patimis with n first amplitude represent a first binary 
value and lone patterns with a second ainplitudc reprt^scnt a second binary value, 
the first key being encodrJ into the sets of tone patterns as an aggregate of the first 
and second binary values. 

18- (Original) A content scrambler as recited in claim 1 5, wherem the 
5tccond key is encrypted for secure transportation to a descrainblcr. 

/l9. (Currently Amended) A media player for playing multimedia 
conlesnt, comprising [[^c]] a content scrambler ofoloimlfe cnmprisii^ : 

a tone eenem t pr und jnodiilatnr to create periodic sets of tune pattern s and 
to modulate amphtudca of the sets based on a fir^l keyi 

fltgndo m number generator to cnsatc a r andom signal based on tfa? fiist key 
and a secnna Vev, whcrcm the secon d kev ia provided cm a separate channel firom 
the first key; and 

an adder to ndd the fiBtS Of tone patterns: ^11 J the random signal tO thc 
conte nt to p roduce scrambled content. 
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/ 10. (Currently Amended) An operating ^^ystem comprising [[Uie] J 3 

content scrambler ^mprig ing: ^okim 15 t 

T .nrf mnAilator to crrM^ pen nrtic .c^ of tone jatlgrnLM 

fr. ^ruhy\^ amplitudes n f -'-^^ ^<^^ ^ l^g^' 

^^.^ nnmb^ f^ftncmtor to cre a tf 'i rflndnm signal ba^gj the fiisll^ 
..A . c^.nH wherein the sn-^ind key is pTftYjded on M^l^^'atc diannd fa)m 



fl je firs t ke^L^ 

^ adder to odd th *^ "^t. of tone ptt^.^ and the nin Jum sifrnal to th e 
content to p roduce scu^ 'i^Hlftd content 
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21. (Currently Amended) A content dcsicramhler for unacrambling 



scrambled content, compnsinK: 

a tone detector and demodulator to detect periodic sets of tone patterns in 
tlic scrambled content and to demodulate amplitudes of the sets to iKcov^r a first 
ker, 

a random number generator to create a random signal based on tlie 
recovered fiist Uy and a second key^jyhgrgtn the second key is provided on^ 
separaic channel from the fir st key; axid 

a KubUactor to subtract the tone patterns and the random signal from the 
scrambled content to recover content. 
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22. (Original) A conleat dcscrambler as recited in claim 21 , wherein 
the tone patterns have one of two amplitudes that tone patterns with a first 
amplitude represent a first binary value and tone patterns with n second amplitude 
represent a second binary value, the tone detet;lwr and demodulator Ufiing the first 
and second binary values from the vaiying amplitudes to recover the first key. 

13, (Origlnfll) A content descramhicr as redted in clauu 21, wherein 
the second key is received separately from the ^crumbled content 

14. (Original) An opetatmg system comprising the content scrombler 
of claim 21. 

y/ 25. (Currently Amended) A scrambling architecture for piutecting 
content distributed by a content provider over a network to a client, comprising: 

a content scrambler to scramble the content using first and second keys tu 
produce scrdmbled content, the scrambler embeddinK the first key into the 
scrambled content and passing the second key cma separate channel from the 
scrambled content; and 

a content desorambler to recover the first key from the scrambled content 
and to receive the second key, the descrambler unscrambling the scrambled 
content using the first and second keys lo recover the content 
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26. (OriRinal) A scrambling architecture as recited in claim 25, 
wherein the content scrambler and the content dcscrambler arc implemented in 
software^ 

27, (OriKiaal) A scrambling archite^jture as recited in claim 25. 
wtercin the content scramblCT is implemented at the content pruvider, 50 that the 
content i5 scrambled prior to distribution over the neiwuit to the client. 

2S. (Oriuiual) A scrambling archiieulme a$ recited in claim 25, 
wherein the content scrambler is implcmeutrd at the client so that Ok? cuutcnt is 
scrambled al Uic client attcr diatribution over the ndwoik from the content 
provider. 

29, (Original) A scrambling architecture as recited in claim 25, 
wherein the conlrnt descrambler is implemented within an operating system at the 
client 

30- (Ori^nal) A scrambling architecture as recited in claim 25, 
wherein the content descrambler is implemented within a driver al liie client 

31. (Original) A scrambling orohitecnire as i^ciUfd in claim 25, 
wherein the content scrambler passes the si?cond Vey to tiie content dcscrombler 
over a ciyptogiaphically aeeurcd path. 
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32. (Original) A scrambling architecture as recited iii claim 25, 
wherein the content sciamWcr comprises: 

u lone generator and tnodublur to create periodic sets of tone patterns and 
to modulate aniplitudeiii of ttic sets based cm the firat key, 

random number generator to create a random signal based on the first and 
second keys; and 

mi adder to add the sets of tone patterns and the random signal to the 
content to produce the suamblcd content 

33. (Orlsinwl) A scrambling orohitecture as rwited in claim 32, 
wherein ttie tnnc generator and modulaU^r modulates the amplitudes in a way Ibal 
embeds A« first key into the sets of tone pancms. 

34. (Original) A scramhhng architecture as recited in claim 32, 
wherein the tone generator and modulator produces the tone patterns with one of 
two amplitudes^ wherein tone patterns widi a first amplitude represent a first 
binary value and tone patterns with a second amplitude represent a second bmary 
value, the first key being encoded into the sets of tone patterns as an aggregate of 
the first and second binary values. 

35- (Originftl) A scrambling architecture as recited in claim 32, 
wherein tht? cunlent descrambler comprises: 

a tone detector and demodulator lu detect the periodic sets of tone patterns 
in the saamblcri content and to demodulate the amplitudes of ihc sets to recover 
the first key; 
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a random number generator to create a random signal based on die 
recovered first k«y and the «ccond key; and 

a subtractor to subtmcl Uie tone patterns and the randum signal firom the 
scrambled content to rewwer the content 

/ 36. (Currently Amended) A cliwl-scmn- system for prulecting 
conlcut, cninprising; 
a client; 

a server to eerve conlcnt to the client, the server having an encoder to 
encrypt and compress the content to produce encoded contenT, 

the client receiving the aicoded content fiom the server and having a 
decoder to decrypt and decompress the encoded content to recover the content; 

the client having a scrambler to scramble the content after decryption and 
decompression, the content remaining scrambled while processed by the client; 
and 

the chent furflier havmg a descrambler lo unscramble tbc content after 
processing for subsequent playing 

wtiareirt the procesHiTifT iwndifies fee scr am bled cuntent. 

37. (Originaf) A clicnt-server sysieiu as recited in claim 36. wherein 
the client is equipped with a media pl«ycr to phiy the content, processing tools to 
support die nicdia player, and a driver; the ficrarabler beinK iuiplemented as part of 
the media player and the descnuubler being implemented as part of the driver. 
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38. (Original) A clieiit-server syslcin as tccitcd in cldm 36, wIk^^^ 
the client rum an operating sysi^m, and the content is scrambled while being 
handled by the operating system, 

/39, (Currently Amended) A meflxod for Fotccting content within a 
computer device, comprising: 

receiving ravoded content; 
decoding the encoded content to recover the content; 
Bcrambling the content after the decodinw; 
processing the content while sca^tnhlcd; 
descrambliiiii rtir cnntent after the piocesBing; and 
playing the cont^t, 

^■u.r^\T. il.^ pmr^sitiy mf>difies the scrambMcontcnt, 

40. (Original) A method as recited in claim i% wherein the 
scrambling compriees adding noise lo the ctrntent 

41. (Original) A method as recited in claim 39, wherein tlie 
scrambling comprises XORing at least a subset of Qie content with a random 
stream of bits, 

42. (Originid) A method as recited in claim 39, wherein llie 
scrambling comprises transforming the content using one of time-domain or 
fiequency-doraain iraiisfaimR. 
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43, (Oriuinai) A method as united in ddm 3«>, whciriii the 

Bcrambliug cornprises: 

adding scLs of sync t^ncs periodically to Qie content; and 
adding a random signal lu tlie content 

44. (OrlgiD^l) A method as recited in cliiiin 43, wherein the 

dcscnmabling comprises: 

detecting the sets of sync tones in the content; 
fiubtmctinj5 die sync tones from the contisnt; and 
subtracting the random si>5nal trom the content. 

45. (Original) A niediod as recited in claim 39, wherein the 

scrambling comprisies: 

producing periodic sets of tone patterns havins vorying amplitudes based 

onafirEtkeyj 

generating a nmdom based on the first key and a second kry; and 
adding Ihc lone pfittema and the random Bi«nal to the content. 

46, (Original) A method as recited in claim 4.*>, wherein the 
descrambling gompriees: 

detecting the trme patterns in the content; 

recovering die first key from the varying amplitudes of the tone patterns; 
generating a random signal based on the recovered first key atid the second 
kej^ and 
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BUbttacUng the tote pflttemB mid the i«ndoin signal fbm the sciambled 
content to restore the content. 

47. (OrlsJnal) A method as recited in claim 39, wherein Ihe 
processing conipriseR passing the contwit throogb a filter graph. 

/ 48. (Currently Amended) A computcr-reftdable medium having 
coaip-rtcr-cxccutflhle inBlructions tor performing [[ibell a method cgroS^- ^ 

nlfiTTil ^Oi 

T^^ceivtng enco ded cunlejit; 

,l>^^;i:T,fr ihr ftticodfld contffl l t o Tn:i rvftr the cqfltCTt; 

scrambltag the a4ih>.r ihc dcaodinr. 

pTni^H^aiiiP the camcnt whil e scnmibled^ 
dcsommblitlg t h g content afte r the processing; and 
plAYiiifz the cnntcnt 

^^jj^^g4^>i^ pr»i-t^^In ff modtticfl t he scrambled contgnL 

/49. (CurrcDtly Amended) A method for dcUvering content from a 
server to a client over a network, comprising: 
encoding the content at the server; 
serviTig the content from the server to tlic client; 
decoding the content at the client; 
scrambh'ng the content after the deciding; 
pi-ocessing the cmtcnt vrhile scrambled; 
descramblinfi this content after tVie pmccssing; and 

15 
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56. (OrlgbaO A compUier-read»blc m«rfium as recited iu claim 55 
ftuher having crwnpttter-execulable instnictiona for 

detecting the tone patterns in die contisnt; 

rccovcritig the first key from &evwying(ffl»plitudes of tlictanep 

generating a nndom signal toed on Uie recovered first key and Ihe sccrmd 
key; mid 

subtracting tlic tore patterns and the random signal from tb: scrambled 
content to restore fl»e content 

57. (Currently Amended) A coiriputer-readable medium having 

computer-executable inslmctions for: 

detecting periodic sels of tone patterns ^vithin scrambled content, the tone 
patterns havinx varying amplitudes that were modulated haaed on a first key; 

TCcovering the first key fiom the varying omplitudes of the tone patterns; 

generalLig a rtindnm signal baaed on the lecovr^d first key and the second 
V« y , xThftn^n the sec -»«^ ^"V p'^^^X-^ » i^flnarate ch a nnH rr.im the first kCV ; 
and 

suhtaioting the tone pallenw and the random sijjnal Horn the scrambled 
content lo produce unscrambled content. 
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